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KEY FINDINGS

= As data breaches have risen, the costs of failures in internal privacy controls have risen as well, with the overall cost of a
major breach reaching potentially as much as USD 18 billion (USD 200 per compromised record) as in Target’s case, and
fines amounting to USD 92.7 million as in Global Payments’ case.

= The Software & Services industry has been involved in 10x more controversies related to privacy and data breaches than

other industries, despite a stronger ability to ensure information security. A few high profile technology companies,

including Google, Facebook, Yahoo! and Apple, top the list in terms of frequency of controversies.

= Data Processing & Outsourced Services providers lag in adopting best practice security measures and privacy protections

despite a reliance on corporate and government clients and explicitly profiting from sharing data with other third parties.

= The most stringent privacy regulations are found in the EU, where a new EU Privacy Law is proposed and expected to be

a game-changing move for businesses both within the EU or those with sales in the EU. The proposed fine of up to 5% of

global revenues for companies that fail to comply will significantly increase the burden for frequent privacy violators.

= US-based companies in the MSCI ACWI universe derive about 23% of their combined revenue from Europe are
vulnerable to the proposed EU Privacy Law, particularly given losses of existing and potential business for Cisco, IBM,

Microsoft and Verizon related to the NSA surveillance scandal.

FIGURE 1 Adoption of Data Security Best Practices
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Description: Adoption of best practices for data security for MSCI ACWI companies assessed on the Privacy & Data Security Key Issue
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MSCI ESG Research analyzes and benchmarks
nearly 650 companies annually on exposure to

risks linked to privacy and data security.
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FIGURE 21  Key Privacy Regulations Worldwide and Key Players, 2013
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Source: MSCI ESG Research, companies with the 30 largest market capitalizations of all the companies assessed on the Privacy & Data Security Key Issue
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e This document and all of the information contained in it, including without limitation all text, data, graphs, charts (collectively, the “Information”) is the property of MSCI Inc. or its subsidiaries (collectively, “MSCI”),
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The Information may not be modified, reverse-engineered, reproduced or redisseminated in whole or in part without prior written permission from MSCI.

o The Information may not be used to create derivative works or to verify or correct other data or information. For example (but without limitation), the Information may not be used to create indexes, databases, risk
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that index. MSCI does not issue, sponsor, endorse, market, offer, review or otherwise express any opinion regarding any fund, ETF, derivative or other security, investment, financial product or trading strategy that is
based on, linked to or seeks to provide an investment return related to the performance of any MSCI index (collectively, “Index Linked Investments”). MSCI makes no assurance that any Index Linked Investments will
accurately track index performance or provide positive investment returns. MSCI Inc. is not an investment adviser or fiduciary and MSCI makes no representation regarding the advisability of investing in any Index
Linked Investments.

o Index returns do not represent the results of actual trading of investible assets/securities. MSCI maintains and calculates indices, but does not manage actual assets. Index returns do not reflect payment of any sales
charges or fees an investor may pay to purchase the securities underlying the index or Index Linked Investments. The imposition of these fees and charges would cause the performance of an Index Linked Investment
to be different than the MSCI index performance.

e The Information may contain back tested data. Back-tested performance is not actual performance, but is hypothetical. There are frequently material differences between back tested performance results and actual
results subsequently achieved by any investment strategy.

e Constituents of MSCI equity indexes are listed companies, which are included in or excluded from the indexes according to the application of the relevant index methodologies. Accordingly, constituents in MSCI
equity indexes may include MSCI Inc., clients of MSCI or suppliers to MSCI. Inclusion of a security within an MSCI index is not a recommendation by MSCI to buy, sell, or hold such security, nor is it considered to be
investment advice.
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e Data and information produced by various affiliates of MSCI Inc., including MSCI ESG Research Inc. and Barra LLC, may be used in calculating certain MSCI equity indexes. More information can be found in the
relevant standard equity index methodologies on www.msci.com.

e MSCI receives compensation in connection with licensing its indices to third parties. MSCI Inc.’s revenue includes fees based on assets in investment products linked to MSCI equity indexes. Information can be found
in MSCI’s company filings on the Investor Relations section of www.msci.com.

e MSCI ESG Research Inc. is a Registered Investment Adviser under the Investment Advisers Act of 1940 and a subsidiary of MSCI Inc. Except with respect to any applicable products or services from MSCI ESG
Research, neither MSCI nor any of its products or services recommends, endorses, approves or otherwise expresses any opinion regarding any issuer, securities, financial products or instruments or trading strategies
and neither MSCI nor any of its products or services is intended to constitute investment advice or a recommendation to make (or refrain from making) any kind of investment decision and may not be relied on as
such. Issuers mentioned or included in any MSCI ESG Research materials may include MSCI Inc., clients of MSCI or suppliers to MSCI, and may also purchase research or other products or services from MSCI ESG
Research. MSCI ESG Research materials, including materials utilized in any MSCI ESG Indexes or other products, have not been submitted to, nor received approval from, the United States Securities and Exchange
Commission or any other regulatory body.

e Any use of or access to products, services or information of MSCI requires a license from MSCI. MSCI, Barra, RiskMetrics, IPD, FEA, InvestorForce, and other MSCI brands and product names are the trademarks,
service marks, or registered trademarks of MSCI or its subsidiaries in the United States and other jurisdictions. The Global Industry Classification Standard (GICS) was developed by and is the exclusive property of MSCI
and Standard & Poor’s. “Global Industry Classification Standard (GICS)” is a service mark of MSCI and Standard & Poor’s.

About MSCI ESG Research

MSCI ESG Research products and services are designed to provide in-depth research, ratings and analysis of environmental, social and governance-related business practices to companies worldwide. Ratings and data
from MSCI ESG Research are also used in the construction of the MSCI ESG Indexes. MSCI ESG Research Inc. is a Registered Investment Adviser under the Investment Advisers Act of 1940.

About MSCI

MSCI Inc. is a leading provider of investment decision support tools to investors globally, including asset managers, banks, hedge funds and pension funds. MSCI products and services include indexes, portfolio risk and
performance analytics, and ESG data and research.

The company’s flagship product offerings are: the MSCI indexes with approximately USD 8 trillion estimated to be benchmarked to them on a worldwide basis’; Barra multi-asset class factor models, portfolio risk and
performance analytics; RiskMetrics multi-asset class market and credit risk analytics; IPD real estate information, indexes and analytics; MSCI ESG (environmental, social and governance) Research screening, analysis
and ratings; and FEA valuation models and risk management software for the energy and commodities markets. MSCl is headquartered in New York, with research and commercial offices around the world.

! As of September 30, 2013, as reported on January 31, 2014 by eVestment, Lipper and Bloomberg
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