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Disruptive Technology

Introduction

3D Printing

By definition, disruptive technologies may shift how consumers shop,
interact and communicate – as well as the way organizations and industries
operate. Old systems and habits disappear; superior solutions replace them.
Post the pandemic, disruptive technologies, such as robots and 3D printing,
have shown their utility and efficacy: helping address people shortages¹,
supporting large-scale manufacturing,² and providing digital solutions to
proceed with everyday activities safely.³ The pandemic thus accelerated
technological transformation in many aspects of business and society.

3D Printing illustrated its capabilities for scale
manufacturing in the pandemic with the
production of critically short medical supplies.4
By 2029, the global 3D printing industry has
been projected to reach a value of USD 84 billion
from USD 18 billion in 2022.5 Even beyond the
shadow of covid, the key industry for 3D printing
adoption and new product generation has been
medicine.6 As one illustrative example, Skåne
University Hospital in Sweden 3D printed a
plastic body implant to repair a patient’s skull
after a massive head injury.7 The 3D printing
industry is also starting to help with solutions

So a natural question is: as the post-pandemic world gets used to a "new
normal" way of life, what can we expect next for disruptive technologies?
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Packaging Insights. 2022. https://www.packaginginsights.com/news/the-rise-of-robotics-robots-and-cobots-promiseto-alleviate-labor-shortages-and-boost-productivity.html
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McKinsey & Company. 2021. https://www.mckinsey.com/capabilities/operations/our-insights/covid-19-an-inflectionpoint-for-industry-40
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Digital Health. 2021. https://www.digitalhealth.net/2021/12/telemedicine-robots-game-changing-healthcare-impact/

to reduce the problem of plastic waste. For
instance, a pilot program in Tallinn, Estonia
collected and repurposed cigarette ends as 3D
printing material.8
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The Pew Charitable Trusts. 2022. https://www.pewtrusts.org/en/research-andanalysis/articles/2022/07/27/3d-printing-can-strengthen-americas-medicalsupply-chain
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Fortune Business Insights. 2022. https://www.globenewswire.com/en/newsrelease/2022/04/19/2424496/0/en/With-24-3-CAGR-3D-Printing-Market-SizeWorth-USD-83-90-Billion-in-2029.html
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McKinsey & Company. 2022. https://www.mckinsey.com/businessfunctions/operations/our-insights/the-mainstreaming-of-additivemanufacturinghealthcare-impact/
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Forbes. 2022. https://www.forbes.com/sites/carolynschwaar/2022/03/31/3dprinting-is-ready-to-tackle-plastic-body-implants/
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3DPrinting.com. 2022. https://3dprinting.com/news/cigarette-butts-get-newlife-as-feedstock/
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Disruptive Technology

Internet
of Things
The Internet of Things, or IoT, is a network of Wi-Fienabled objects that all connect to the internet and
exchange data in real-time via embedded sensors.9 Since
the pandemic, more and more people have used IoT
to monitor and analyse their health data.10 IoT has also
become popular via smartphone integration to control
many (domestic) IoT devices through them (heat, light,
entry systems, domestic appliances).11 The global 5G IoT
market has been estimated to reach USD 111.2 billion by
2028,12 enabled by improved speeds of 5G broadband
and better IoT sensors.13 Apart from the personal and
domestic impact on our lives (through wearable devices,
upgraded telehealth, smart homes and cities), IoT
systems are now also helping save water in agricultural
settings where droughts are a threat14, and assisting cities
in reacting to extreme weather conditions.15
9		

Norton. 2022. https://us.norton.com/blog/iot/what-is-the-internet-of-things#

10 QuantumBlack AI by McKinsey. 2022. https://www.mckinsey.com/capabilities/
quantumblack/our-insights/iot-comes-of-age
11 Norton. 2022. https://us.norton.com/internetsecurity-iot-what-is-the-internet-of-things.html#
12 Verified Market Research. 2022. https://www.prnewswire.com/news-releases/5g-iot-marketsize-worth--111-2-billion-globally-by-2028-at-72-1-cagr-verified-market-research-301486307.
html
13 Forbes. 2022. https://www.forbes.com/sites/forbesbusinesscouncil/2022/07/26/theinternet-of-things-iot-will-keep-making-life-easier/?sh=253130d6f2b4
14 Interesting Engineering. 2022. https://interestingengineering.com/culture/saving-waterwireless-technologies
15 Forbes. 2022. https://www.forbes.com/sites/jenniferhicks/2022/08/16/can-the-internet-ofthings-change-how-cities-react-to-weather/?sh=42f3907a315e

Cloud
Computing
Cloud computing relieves companies from the burden of building their
own IT infrastructure in their digitalization process, by giving access to
computing resources hosted by third parties on the internet.16 These
cloud-based resources can range from storage and standard office
applications to additional processing power and even advanced AI/ML
services.17 During Q2 2022, the four biggest cloud computing providers
were Amazon Web Services (34% market share), Microsoft Azure
(21%), Google Cloud (10%) and Alibaba (5%).18 The market is projected
to hit USD 1.6 trillion by 2030, with a CAGR in excess of 17% from 2022
to 2030.19 Cloud computing is now far more prominent after Covid-19,
when it was critical to remote working adjustments. The latest trends
in cloud computing are multi-cloud and hybrid computing. Multi-cloud
results from the multiple and vast needs of companies that require
multiple cloud vendors, for diversification or as part of a plan to control
pricing/costs in an already concentrated supplier market.20 Hybrid
cloud computing refers to having both public cloud deployments (for
data required regularly and remotely), a more affordable solution,
and private cloud, offering more data storage and security (for more
sensitive data).21

16 Eurostat. 2021. https://ec.europa.eu/eurostat/web/products-eurostat-news/-/ddn-20211209-2
17 ZDNet. 2022. https://www.zdnet.com/article/what-is-cloud-computing-everything-you-need-to-know-about-thecloud/
18 Statista. 2022. https://www.statista.com/chart/18819/worldwide-market-share-of-leading-cloudinfrastructure-service-providers/
19 Precedence Research. 2022. https://www.globenewswire.com/en/news-release/2022/05/13/2443081/0/en/
Cloud-Computing-Market-Size-to-Hit-US-1-614-1-Billion-by-2030.html
20 ZDNet. 2022. https://www.zdnet.com/article/what-is-cloud-computing-everything-you-need-to-know-about-thecloud/
21 Teachaeris. 2022. https://techaeris.com/2022/09/06/cloud-computing-trends-shaping-the-technology-andbusiness-landscapes/
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Disruptive Technology

Fintech and
Digital Payments
The Covid-19 pandemic impact on society
generated an unparalleled test environment for
many fintechs: billions of people locked down
without easy access to conventional banking
and payment services.22 Fintechs supported
consumers and businesses to make contactless
payments and equipped them with digital wallets,
banking and cross-border transacting.23 Small
business owners, entrepreneurs and individuals
all rapidly adopted online banking platforms and
many discovered they could manage their money
more efficiently and cost-effectively.24 A report
from Research and Markets predicted that the
global FinTech market will reach USD 31.5 billion
by 2026.25 That would be more than eleven times
its size in 2016 (USD 2.7 billion).26

increasing adoption of embedded solutions and
innovative payment systems27 as well as digital
assets and cryptocurrencies by traditional banks
could lead all too soon to a future crisis28. With
crypto already having 300 million individual users
in 202229, education and risk transparency has
become more important than ever.30

Yet these developments are not without risks.
Some economists have warned that the lack
of strict regulations for fintechs, along with the

29 GlobalPayments. 2022. https://www.globalpayments.com/
insights/2022/04/25/who-isnt-talking-about-cryptocurrency-right-now
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22 EY. 2022. https://www.ey.com/en_dk/financial-services/the-untappedpotential-for-fintech-companies
23 J.P. Morgan. 2022. https://www.jpmorgan.com/solutions/treasury-payments/
insights/fast-forward-fintech-trends
24 The World Bank. 2022. https://www.worldbank.org/en/news/pressrelease/2022/06/29/covid-19-drives-global-surge-in-use-of-digital-payments
25 Finextra. 2022. https://www.finextra.com/blogposting/22232/ten-fintechtrends-to-follow-in-2022
26 Ibid.
27 KPMG. 2022. https://home.kpmg/xx/en/home/insights/2022/01/top-fintechtrends-in-h2-2021.html
28

Reuters. 2022. https://www.reuters.com/business/finance/us-bank-regulatorwarns-crisis-risk-fintech-proliferation-2022-09-07/

30 Entrepreneur. 2022. https://www.entrepreneur.com/money-finance/cryptoeducation-can-transform-the-fintech-industry-heres/434091

Healthcare Innovation
The Covid-19 pandemic put pressure on
traditional medical systems and healthcare
providers around the globe for faster, better, more
flexible, and more scalable provision. A recent
report from the U.S. Department of Health and
Human Services found a 63-fold increase in the
use of telehealth by Medicare beneficiaries, to
approximately 52.7 million encounters in 2020
from 840,000 annual encounters in 2019.31 Two
years further on and patients and providers
continue to see telehealth solutions as a desirable
option due to its convenience and effectiveness.32
With the patient at the center of care, hospitals
and health systems are also turning to cloud
computing, 5G, process automation, data and
analytics, and AI to enhanced services and

operations.33 Healthcare innovation is expanding
from VR for surgical training34 to remote patient
monitoring devices35 so the home becomes a
front line for active healthcare.36

31 Cision PRWeb. 2022. https://www.prweb.com/releases/telehealth_surges_
in_popularity_as_medical_providers_seek_better_tech_for_virtual_healthcare/
prweb18904596.htm
32 The Tennessean. 2022. https://eu.tennessean.com/story/
opinion/2022/08/01/state-americas-health-care-relies-entrepreneurship-viatelehealth/10199330002/
33 Accenture. 2022. https://www.accenture.com/us-en/blogs/insight-drivenhealth/5-trends-show-a-future-of-healthcare-innovation; Deloitte, 2022. https://
www2.deloitte.com/content/dam/Deloitte/global/Documents/Life-SciencesHealth-Care/gx-health-care-outlook-Final.pdf
34 Healthcare Innovation. 2022. https://www.hcinnovationgroup.com/clinical-it/
digital-health-innovation/article/21278121/virtual-reality-making-its-way-intosurgical-training
35 McKinsey & Company. 2022. https://www.mckinsey.com/industries/
healthcare-systems-and-services/our-insights/from-facility-to-home-howhealthcare-could-shift-by-2025
36 Fierce Healthcare. 2022. https://www.fiercehealthcare.com/tech/forresterhere-are-4-key-frontiers-for-healthcare-innovation-over-next-decade

msci.com 9

Disruptive Technology

Robotics
Robots were historically considered as programmable machines that can carry
out a task.37 In 2005, a remarkable 90% of all robots were used for assembly in
automotive factories38 but more than 15 years later that percentage is well below
50%. They are employed in many other industrial and domestic environments:
from cleaning and sanitizing airports, to delivering food and packages, and
from stacking warehouses, delivery logistics and self-driving vehicles, to space
exploration. During the pandemic, robots became essential in healthcare,
manufacturing and public services. Within a long-term trend towards automation
and technological innovation, robot demand has continued to rise: 2021 was the
most successful year ever for the robotics industry.39 The robotics market size
has been estimated to reach USD 215 billion by 2030, with a CAGR of almost
23%.40 Service robots like Rice (a hotel room service robot) are in use41, although
we are far from the 1990’s vision of them being as ubiquitous as a kettle in
homes.42 Much recent discussion on the future of robotics has focused on
collaborative robots that can work autonomously. With the use of AI,43 robots
can employ computer vision to react quickly to and navigate their working
environment more flexibly44 alongside natural language processing and voice
recognition that allows better integration with human workers and owners.45
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Cybersecurity
The “Hiscox Cyber Readiness Report
2022”46 found that IT professionals in
seven out of eight countries were more
worried more about cyberattacks than
the COVID-19, financial crisis or skills
shortages.47 Approximately half of all US
businesses in the Hiscox sample (47%)
had suffered an attack in the past year.48
The EU Agency for Cybersecurity shows
that the prime threat for organizations
is now ransomware, where attackers
encrypt an organization’s data and
demand a payment to give the access
back.49 With remote working now a
staple, attackers have been taking
advantage of this change to target
businesses’ systems, with 43% of all
data breaches involving small and
medium size companies.50 According
to Statista, the revenue in the global
cybersecurity market is projected to
reach USD 160 billion in 2022, with an
annual growth rate of over 13% in the
subsequent five years. That would result
in an almost USD 300 billion market size
by 2027.51 Another reason why cyberattacks are one of many companies’
biggest concerns is because of the rise
of on-demand access to ubiquitous
and large data sets as part of their
“cloud-based service model”.52 The
same technology (AI, machine learning,

software democratization, cloud) that has
supported business growth via the cloud
and data/analytics model has also been
adopted to malicious ends by hackers53.
The shortfall in cybersecurity talent,
knowledge, and expertise is not making it
easier for corporates to be prepared in the
face of such threats.54

37 Builtin. 2022. https://builtin.com/robotics
38 Builtin. 2022. https://builtin.com/robotics/automotive-carsmanufacturing-assembly
39 IFR. 2022. https://ifr.org/ifr-press-releases/news/robot-salessurge-in-europe-asia-and-the-americas
40 Market Research Future. 2022. https://www.globenewswire.
com/en/news-release/2022/04/21/2426169/0/en/RoboticsMarket-Size-to-Cross-USD-214-68-Billion-by-2030-Growing-ata-CAGR-of-22-8-Report-by-Market-Research-Future-MRFR.html
41 CNN. 2022. https://edition.cnn.com/travel/article/ricerobotics-hong-kong-hospitality-hnk-spc-intl/index.html
42 Nextgov. 2022. https://www.nextgov.com/ideas/2022/09/
why-household-robot-servants-are-lot-harder-build-roboticvacuums-and-automated-warehouse-workers/376867/
43 Robotnik. 2022. https://robotnik.eu/what-is-the-future-ofrobotics/
44 Simplilearn. 2022. https://www.simplilearn.com/future-ofrobotics-article
45 Ibid.
46 Hiscox-Cyber-Readiness-Report-2022.pdf
47 DarkReading. 2022. https://www.darkreading.com/attacksbreaches/cyberattack-costs-for-us-businesses-up-by-8048 Ibid.
49 European Parliament. 2022. https://www.europarl.europa.
eu/news/en/headlines/society/20220120STO21428/
cybersecurity-main-and-emerging-threats-in-2021-infographic
50 Verizon. 2022. https://www.verizon.com/business/en-gb/
resources/reports/dbir/
51 Statista. 2022. https://www.statista.com/outlook/tmo/
cybersecurity/worldwide#revenue
52 McKinsey & Company. 2022. https://www.mckinsey.com/
capabilities/risk-and-resilience/our-insights/cybersecurity/
cybersecurity-trends-looking-over-the-horizon
53 Security Intelligence. 2022. https://securityintelligence.com/
articles/future-of-cybersecurity-2031/
54 Ibid.
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Disruptive Technology

Clean Energy
and Smart Grids
The cost of clean energy has fallen,
leading to an acceleration of its
production, with the proportion coming
from solar and wind energy last year
double what it was when the Paris
Agreement was signed.55 Global clean
energy spending is expected to reach
USD 1.4 trillion in 2022.56 Electric vehicles
weekly sales are now the same as annual
sales a decade ago.57 From the low base,
however, even this record spending is
still insufficient to hit the pathways to
tackle the energy crisis.58 Nevertheless,
some countries are taking action to
reach net zero. Germany is aiming for
a 100% green power reform by 203559,
and Biden’s administration in the United
States is supporting investment in battery
factories, solar panel manufacturing and
related mining.60
According to the IEA, a smart grid is
“an electricity network that uses digital
and other advanced technologies to
monitor and manage the transport of
electricity from all generation sources
to meet the varying electricity demands
of end users”.61 Despite all the potential
benefits of smart grids (fault detection,
automated fault remediation, energy

efficiency, etc62) many smart grid
projects were disrupted during the
pandemic63 so that 2021 investment
growth was 6%.64 However, according
to Fortune Business Insights, the global
smart grid market should grow to USD
140 billion in 2028 from USD 35 billion
in 2021 (a CAGR of almost 22%).65 Such
projections are predicated on the current
favourable governmental regulatory
frameworks, rising corporate/public
concerns on environmental protection
and investments in the digital electricity
infrastructure development.66

55 Financial Times. 2022. https://www.ft.com/content/f4c3f5414fd3-4ca0-b79b-0fcacd27f851
56 IEA. 2022. https://iea.blob.core.windows.net/assets/db74ebb7272f-4613-bdbd-a2e0922449e7/WorldEnergyInvestment2022.
pdf
57 Ibid.
58 IEA. 2022. https://www.iea.org/news/record-clean-energyspending-is-set-to-help-global-energy-investment-grow-by-8in-2022
59 Clean Energy Wire. 2022. https://www.cleanenergywire.org/
news/germany-aims-100-green-power-2035-will-present-gasreduction-plan
60 New York Times. 2022. https://www.nytimes.com/2022/09/07/
business/energy-environment/clean-energy-climate-bill.html
61 IEA. 2022. https://www.iea.org/reports/smart-grids
62 Precedence Research. 2021. https://www.precedenceresearch.
com/smart-grid-market

Conclusion
Many disruptive technologies are growing
in adoption as people lean more and more
upon digital applications in their daily lives.
This penetration was accelerated during
the Covid-19 pandemic and now many
businesses are under pressure to increase
use to sustain their competitive advantage.
Another clear trend is that the lines between
different disruptive technologies are being
blurred. For example, as robots become
increasingly cloud-connected, they are
more prone to cyber-attacks. Technology
convergence will be a key aspect of the future
of disruptive technologies and their safe
adoption by consumers and businesses.

MSCI would like to thank Costas
Andriopoulos, who is a Professor
of Innovation and Entrepreneurship
at Bayes Business School, for
useful discussions and insightful
analysis of this megatrend,
which have greatly facilitated the
preparation of this document. His
research focuses on organizational
ambidexterity: how companies
can excel at both incremental and
radical innovation.

63 Fortune Business Insights. 2022. https://www.
fortunebusinessinsights.com/smart-grid-market-102157
64 IEA. 2022. https://www.iea.org/reports/smart-grids
65 Fortune Business Insights. 2022. https://www.
fortunebusinessinsights.com/smart-grid-market-102157
66 Precedence Research. 2021. https://www.precedenceresearch.
com/smart-grid-market
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